
Security Best
Practices for
HR while using
AI Assistants



Obtain Informed
Consent

Obtain consent from candidates
before processing their personal
information through AI assistants.
Provide the option to opt-out if

they have privacy concerns.



Anonymization of
Candidate Data

Implement anonymization techniques
to remove or modify Personally

Identifiable Information from
employee/ candidate datasets

before sharing with AI assistants.



Regular
Security Audits

Collaborate with IT team to conduct
regular security audits of AI

assistants to ensure compliance
with data protection regulations

and internal security policies.
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